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ABSTRACT

In recent years we have been watching a tremenuhgusase in the growth of online social networkd{Ss
OSNs enable people to share personal and pubticniation and make social connections with frierids)ily members
and other peoples. In addition to the rapid inaeashe use of social network, it raises a nundfesecurity and privacy
issues. While OSNs allow users to restrict accesshared data, they currently do not provide angharism to totally
enforce privacy issue solver associated with migltipsers. The proposed method implements a solytofacilitate
collaborative management of common data item in 3®ch controller of the data item can set higagy settings to
the shared data item. The proposed method alstifidsrprivacy conflicting segments and helps inaleing the privacy

conflicts and a final decision is made whetheratrto provide access to the shared data item.
KEYWORDS: Online Social Networks, Multiparty Access conti@blicy Specification, Privacy Conflicts
INTRODUCTION

Many people are interested in sharing personalpatdic information about them and make social catinas
with friends, coworkers, colleagues, family and rewéith strangers through the help of online soaietiworks (OSNSs)
such as Facebook, Google+, and Twitter. In receatsy we have seen the tremendous growth in tHeagipn of OSNs.
OSN provides each user with a virtual space coimgiprofile information, a list of the user’s frigs, as wall in Facebook,
where friends and users can post data, contemtsises and leave messages. A user profile contaimsnation with
respect to the user's birthday, gender, likes, atloic and work history, and contact information.etéscan upload
contents into their or others profile and can tagrs who appear in the content. A tag is a referémothers profile or
user space. OSNs allow the users to be policy adirators or the protection of user data [3]. Usean restrict data

sharing to a set of trusted people.

Even though OSNs currently provide simple acces#rob mechanisms allowing users to govern access to
information contained in their own spaces, usessemo control over data residing outside theicepaSimple protection
mechanisms have been provided by the OSN eg: remmavitag from the photo. But these mechanisms rsaéfgain
limitations. For example removing a tag simply ree® the name tag from the photo, but the photbrstihains there.
Hence it is necessary to develop an access cangohanism including all the authorization requiratadrom multiple
users. Each of the controllers of the content egnhi/her privacy settings and can specify who sam the content.

If two users disagree on whom the shared datale texposed, then privacy conflict occurs. So ahmeism is required to

identify the privacy conflicting segments and resathose privacy conflicts.
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RELATED WORK

Existing access control mechanisms for online $oc&works [1] are based on the trust and reputatio
The friend of friend ontology based distributednitiiy management system for online social netwohieng relationships
are associated with a trust level which indicates kevel of friendship between the users partigigain a given
relationship. Based on the relationship type, degith trust level between the users in online sawalvork, this model
allows the specification access rules for onlireotgce. Social Network Systems pioneer a paradigaecaess control that
is distinct from traditional approaches to accessatrol. Gates coined the term Relationship-Basedess Control
(ReBAC)[4] to refer to this paradigm. ReBAC is cheterized by the explicit tracking of interpersomelationships
between users, and the expression of access cqutioles in terms of these relationships. Anotherk demonstrates
that in Facebook-style Social Network Systems (F[$ which are a generalization of the accessrobmodel of
Facebook, an access control policy specifies ahgtiagoretic relationship between the resource ovamret resource
accessor that must hold in the social graph inrdi@teaccess to be granted. The paper named-Raged Access Control
for Social Networks [6] presented an access contadel for WBSNs, where policies are specifiedeimts of constraints
on the type, depth, and trust level of relationshégisting between users. Relevant features oftmdel are the use of
certificates for granting relationships’ autherticiand the client-side enforcement of access obraccording to a
rule-based approach, where a subject requestiagaess an object must demonstrate that it hasgiies of doing that by
means of a proof. In contrast to the existing maéshahe new method proposes a model to capturmthigparty access
control issue in OSNs, along with a general pobpgcification scheme and a simple but flexible keinfesolution
mechanism for collaborative management of sharéalid@DSNSs.

MULTIPARTY ACCESS CONTROL MODEL FOR OSN

OSN is represented by a friendship network, a §etser groups and a collection of user data. Thendiship
network of an OSN is a graph, where a user is sgmted by a node and each edge represents a hipdik between
two users. OSNs include an important feature cajiedips where users can be organized in it whecth geoup has a
uniqgue name. Group enables users of an OSN toydasil other users with whom they might share siednterests.

Figure 1 shows the system architecture of the megsystem.
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Figure 1: System Architecture
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Privacy Policy Specification

Privacy requirements from multiple associated usees the shared data item are essential for thabowative

management of data sharing in OSNs. Multiple usansset their privacy requirements over the shdata item.
Controller Specification

In addition to the owner of a data item, the otb@ntrollers include contributor, disseminator ataksholders

also need to control the use of shared data.

Owner: In Owner module letl bea data item in the space @fuser in the social network. The useris called
the owner ofl.

Contributor: In Contributor module letl be a data itenpublished by a usar in someone else’s space in the
social network. The contributor publishes contenbther's space and the content may also have ptaultakeholders
(e.g., tagged users).

Stakeholder: In Stakeholder module letbe a data item in th&pace of a user in the social network. Tdte the
set of tagged users associated wlith useru is called a stakeholder df if u € T who has a relationship with another user
called stakeholder shares the relationship with an accessor. Ingbénario, authorization requirements from both the
owner and the stakeholder should be considereder@ite, the stakeholder's privacy concern may baated.

A shared content has multiple stakeholders.

Disseminator: In Disseminator module led be a data itenshared by a usar from someone else’s space to
his/her space in the social network. The usé called a disseminator df A content sharing pattern where the sharing
starts with aroriginator (owneror contributor who uploads the contept)blishing the content, and then a disseminator
views and shares the content. All access contritips defined by associated users should be esdiotc regulate access

of the content in disseminator’s space
Accessor Specification

Accessors are a set of users to who are grantesdate the data. Accessors can be represented wéhof user
names, the friendship or a set of group names iNSDS o Employ collaborative privacy managementsttievel is
introduced which is assigned to the accessors wleifi@ing privacy policies.

Data Specification

User data is made up of three componeudtser profile describes who a user is in the OSB&er friendship
shows who a user knows in the OSN, including adisfriends to represent connections with familgworkers etc.
User contentindicates what a user has in the OSN, includpiptos, videos, statues, and all other data items.
Let d € D be a data item, and sl be a sensitivity levelicv is a rational number in the range [0, 1], @sd to d.

The data specification is defined as a tuple 4 d; s
Privacy Policy

A privacy policy is a 4-tuple P = < controller; assor; data; effect >, where controller is a cdiaro
specification, accessor is an access specificatifata is a data specification and efféct{permit; deny} is the

authorization effect of the policy.
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Identifying and Resolving Privacy Conflicts

A privacy conflict occurs when two users disagree whom the shared data item should be exposed to.
The main reason leading to the privacy conflictshast multiple associated users of the shared itksta have different
privacy concerns over the data item. For exampssume that Carol and David are two controllers ophato.
Each of them defines a privacy policy stating oméy/his friends can view this photo. It is so imgibke that Alice and
Bob have the same set of friends, privacy confiicéy always exist considering collaborative contreér the shared data
item. The primitive solution for this problem is w@low the common friends of both parties to acctws data.
But this solution doesn’t always produce desiraieleults for resolving multiparty privacy conflictd. strong conflict
resolution strategy may provide a better privaaytgetion. In the meantime, it may reduce the so@ble of data sharing
in OSNs. Therefore, it is important to consider tteale-off between privacy protection and dataisgawhile resolving
privacy conflicts. To address this problem, a medra for identifying multiparty privacy conflictsas well as a

systematic solution for resolving multiparty privamonflicts is introduced.
Privacy Conflict Identification

By specifying the privacy policies to reflect thevacy concern, a set of trusted users who cansacttee data
item is defined by each controller of the sharethdi@m d. The set of trusted users representce@ssor space for the
controller. Then we segment the accessor spacdl @fceessors into disjoint segments as conflictsagments and
non conflicting segments. A conflicting segment sige contain all controllers access spaces thatnmeame of the
accessors are untrusted by some controllers. Acoaflicting segment covers all the accessors sptéetaneans all the

accessors are trusted by all the controllers.
Privacy Conflict Resolution

The process of privacy conflict resolution makedeaision to allow or deny the accessors withinabeflicting
segments to access the shared data item. Allowim@s$sessors contained in conflicting segmentsdesa the data item
may cause privacy risk, but denying a set of acresa conflicting segments to access the data ey result in sharing
loss. The proposed privacy conflict resolution aggh attempts to find an optimal tradeoff betwegwmagy protection
and data sharing.

Measuring Privacy Risk: The privacy risk of a conflictingegment is an indicator of potential threat to the
privacy of controllers in terms of the shared déan. Higher the privacy risk of a conflicting segnt, the higher the

threat to controllers’ privacy.

The privacy risk of a conflicting segment is ca&teld by a monotonically increasing function witke fbllowing

parameters:

 Number of Privacy Conflicts: The number of privacgonflicts in a conflicting segment is indicated the

number of the untrusting controllers denoted bytilersut(i)..

e General Privacy Concern of an Untrusting Controller. Thegeneral privacy concern of an untrusting controller
j is denoted as pcj. The general privacy concera adntroller can be derived from her/his defatiltgry setting

for data sharing.

Index Copernicus Value: 3.0 - Articles can be sernb editor@impactjournals.us




| Multiparty Access Control Mechanism for Online Socal Networks 167 |

e Sensitivity of the Data Item: Data sensitivity in a way defineontrollers’ perceptions of the confidentiality of
the data being transmitted. The sensitivity leveltl®e shared data item explicitly chosen by an usting

controller j is denoted as; sl

» Visibility of the Data Item: The visibility of the data itenwith respect to a conflicting segment captures

how many accessors are contained in the segment.

* Trust of an Accessor:The trust level of an accessor kdenoted as ¢l which is an average value of the trust

levels defined by the trusting controllers of tlmfticting segment for the accessor.

The privacy risk of a conflict segment i due tousmtrusting controller j, denoted as PR(i, j), idinked as

PR(i, j) = pcj® slj ®> k€accessors(i® (1 — tlk) 1)

where, function accessors(i) returns all accessoassegment i, ang operator is used to represent any arbitrary

combination functions. For simplicity, we utilizeet product operator.

In order to measure the overall privacy risk ofaamfticting segment i, denoted as PR(i), we can folewing

equation to aggregate the privacy risks of i duditferent untrusting controllers.
PRO Zjecontrollersut(i) R
=Y j€controllersut(i) (pcj x slj ¥ k€accessors(i) (1 — tlk)) (2)

Measuring Sharing Loss:When the decision of privaayonflict resolution for a conflicting segment isefy”,
it may cause losses in potential data sharingedinere are controllers expecting to allow the ssoes in the conflicting
segment to access the data item. Similar to thesmnement of the privacy risk, five factors are addpo measure the
sharing loss for a conflicting segment. Compareith Wie factors used for quantifying the privackrithe only difference
is that we will utilize a factor, number of truggincontrollers, to replace the factor, number ofvagey conflicts
(untrusting controllers), for evaluating the shgriloss of a conflicting segment. The overall shgriass SL(i) of a

conflicting segment i is computed as follows:
SL(i)=Yj€controllers(i)((1-pcjxslj)¥j€controllers(i)tlk) 3)
where, function controllerst(i) returns all trugtioontrollers of a segment i.

we can first calculate the privacy risk (PR(i)) atite sharing loss (SL(i)) for each conflict segméint
individually. Finally, following equation can beilitzed to make the decisions (permitting or deny@ogflicting segments)
for privacy conflict resolution, guaranteeing tways find an optimal solution.
Permit if wiL{{ = BPRYi)
Deny if «SL{} < BPR]) (@)

Dacizion =

Wherea andp re preference weights given to privacy risk anaristy loss.

After finding the values of privacy risk and shaitoss, a decision is made on the list of accessoithe
conflicting segments who can have the access tddte Finally, the permitted users in the corifigtsegment and all the

accessors in the non conflicting segments are gigenss to the shared data item.
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CONCLUSIONS

In this paper we have proposed a multiparty accessrol model for the collaborative management ledred

data. In this approach each of the controllerdhiefdata item has the right to set the privacy paattings on the data item

such that the controllers can specify who can semonot see the shared data item. Also we haviemgnted a solution

for privacy conflict detection and resolution faslleborative data sharing in OSNs. Our conflictotaon mechanism

considers privacy-sharing tradeoff by quantifyimtyacy risk and sharing loss.

FUTURE ENHANCEMENT

The proposed system is restricted to deal with @lstiaring in online social networks. The future kvof this

model can be extended to deal with different kiofifiles such as audio files, video files, docunsemmd even comments

in a post or an image. Also, we would extend ourkwtp address security and privacy challenges foerging

information sharing services such as location sigaaind other social network platforms.
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